Introduction
Personalized medicine is a term that refers to medicine that is specifically designed to a given individual based on its genomic information. 1 In the last years, particularly since sequencing genomes left the realm of science fiction and became a fact of life, the concept of individualized healthcare has become a source of great hope. In parallel, the capacity to use genetic data to develop specific tailor-made therapies in the immediate future has been greatly exaggerated by some, generating unfounded hype. In order to separate hype from hope in this context we must strive to fully understand and not underestimate both the potential and the limitations of current knowledge about the genetic basis of disease. With that in mind, there is little doubt that the advances in genetics and genomics in recent decades have been outstanding. Of these, the Human Genome Project (HGP), due to its massive dimension and the unprecedented attention it received from outside the scientific community has polarized most discussions. 2, 3 However, irrespective of how enthusiastic or skeptical we are about the progress that the HGP has already forged, we must not isolate this project from other workpast, present and future. 4 A global analysis of the advances in the area of genetics and genomics highlights one trend that is common to most scientific and technological progress -exponential progression. This trend can be illustrated by a popular anecdote about the origin of the board game of chess. The story goes that sometime during the 6th century a vizier made an extraordinary offer to an Indian ruler: a beautiful chessboard. The king was so impressed by it that he gave the vizier the possibility to choose any present of his liking. Used to be met with extravagant requests, the king was surprised when the vizier asked for a grain of wheat for the first square of the chessboard, two grains for the second, four for the third, and so on, doubling the amount of wheat for each new square. Unaware of the consequences, the king ordered his men to calculate the amount of wheat necessary to satisfy the vizier's request and give it to him as promised. As the calculation was completed, the king realized it was not possible to find enough wheat in the entire world to satisfy the request. 5 Like the king in this story, most of us do not easily grasp the full implications of the exponential function at first. It is more intuitive to think in linear terms. Therefore, as advances in science are sometimes wrongly placed in a linear scale instead of in an exponential one, future context is not properly evaluated and estimations of future ramifications miss the point. Almost eight millennia went by between the agricultural and the industrial revolutions. Yet, only one hundred and twenty years passed between the industrial revolution and the creation of the light bulb. 6 Human communication in today's world is largely web-based but the internet was only launched worldwide less than 25 years ago. 7 The same principle applies to progress in the area of genetics and genomics. Following on centuries of questioning that led to Mendel's laws of genetics in the second half of the nineteenth century, vital breakthroughs emerged in the last fifty to sixty years. These include the discovery of the structure of DNA, which was reported in 1953 and the genetic code in 1966, which led to the establishment of the so-called "central dogma" of molecular biology (DNA makes RNA makes Protein). 4, 8, 9 A decade or so later, Sanger and others developed DNA sequencing methods. 10 In 1991 the HGP was launched and in 2003 it was finished. 2, 11 In the last decade, the genomes of different species have been sequenced -including the first human personal genome in 2008 -and the first synthetic genome was produced and used to start up a bacterial cell. 4, 12 Also, different projects have sprouted from these advances, such as the sequencing of disease genomes, including cancer, the development of biobanks or the offering of genetic tests directly to consumers. 4 Hence, in science in general and in genetics and genomics in particular, progress is happening fast and its ramifications are multiple and difficult to estimate and predict. This article aims to analyze and discuss relevant challenges posed to law and ethics by some of the advances in genetics and genomics and the possibility of achieving meaningful personalized medicine in the future. Much has been written about the advent of genomics and, particularly, about its ethical and legal implications. 3 The conclusions intertwine with developments in other scientific areas and with broader socioeconomic transformations, which involve complex issues such as privacy, liberty, discrimination and market economics. Therefore, this article can only aim to offer a general analysis on this topic. It aims to discuss different steps of the personalized medicine journey through a law and ethics lens, including research, prevention and diagnosis, and, finally, treatment. The examples that will be discussed for each step are biobanks, genetic tests and gene therapy, respectively.
Research: biobanks
Biobanks, which in general terms can be described as organized collections of biological material and/or associated information, can vary significantly in terms of nature, size, aim, duration, ownership or governance model. 13 This variation contributes to the difficulty in selecting clear and precise legal definitions, which are important for establishing adequate regulatory regimens. In the last years, biomedical research biobanks have gained impressive momentum, particularly because: (i) they facilitate the testing of basic science observations in samples with clinical relevance; (ii) expand access to a large number of samples confering greater significance to research studies; (iii) guarantee uniformization of sample preparation and improve reproducibility of research results; (iv) potentiate research collaborations between scientists, clinicians, ethicists and other professionals. 14, 15 In terms of ethical and legal challenges, the debate has intensified since the historic case of the national DNA database in Iceland, which received legal support by the 1998 Act on Health Sector Database (HSD) of the national Parliament. Such Act allowed the constitution of a nation-wide biobank a and its licensing to a private company, deCODE Genetics. These facts raised significant concerns, namely related to privacy of individuals included in the databank, the selected informed consent processes and the possible collision between public interest and profit-oriented company interests. 16,17,b Since the Icelandic HSD case great discussion surrounding the ethical, legal and social issues and implications of research biobanks has ensued. In summary, these issues are varied and can usefully be divided in main clusters as Solbakk and others have suggested 18 : (i) issues concerning how biological materials are entered into the bank; (ii) issues concerning research biobanks as institutions; (iii) issues concerning under what conditions researchers can access materials in the bank; problems concerning ownership of biological materials and of intellectual property arising from such materials; (iv) issues related to the information collected and stored, e.g. access-rights, disclosure, confidentiality, data security, and data protection.
As these authors point out there is considerable overlap between clusters and certainly all are very relevant. This article will focus on the challenges to informed consent and to privacy and confidentiality.
Informed consent is the cornerstone of biomedical ethics 19 and, in most countries, participation in a biobank for research purposes requires informed consent procedures, as does participation in most research projects that require the use of biological material. 20, 21 This requirement constitutes one of the most fundamental norms of research regulation, which is condensed in the first sentence of the Nuremberg Code: "The voluntary consent of the human subject is absolutely essential". 22 Accordingly, the main international law and ethics normative instruments related to research on genetic data either directly or indirectly refer to the primacy of the human being and consequently to the primordial importance of informed consent. 23,c Such principles are also inscribed a It was in fact a tripartite biobank -one biobank containing DNA samples from a significant proportion of the Icelandic population, and two separate databases consisting of genealogical information and health records.
b More recently, some of these issues have re-emerged, following two significant financial moves involving the company, one in 2009 (deCODE sold the database to avoid bankruptcy) and a more recent one in 2012 (deCODE was bought by another company).
c See as examples the Convention on Human Rights and Biomedicine (Council of Europe 1997, article 2); the Declaration of Helsinki (WMA in the national legal frameworks of different countries, 24,d both at a Constitutional and infra-Constitutional level. Hence, most regulations require that biological material and associated information are only used for research purposes with the knowledge and consent of the person from which these were derived. These rules apply also to large-scale research projects such as biobanks. On the contrary, there is considerable debate about whether the traditional informed consent paradigm is appropriate for these projects. Even assuming the terminology "informed consent" is appropriate, which is not straightforward, the adequate type of that informed consent is debatable. 25, 26 Different authors present different arguments to sustain that the classical models of informed consent are not adequate to genetic biobanks and should be adapted or substituted by different paradigms. 21, [27] [28] [29] [30] [31] These arguments are varied and include: (i) the scope of the original consent regarding secondary uses of samples and the impracticality of the constant need for re-consent; (ii) the complex issue of authorization or request for sample destruction; (iii) the nature of the information to provide to donors; (iv) the difficulties in fully guaranteeing genetic sample anonymity; and (v) the lack of clear and uniform rules to delimit the extent of property rights over samples and research results. [32] [33] [34] Moreover, as biobanks are often inserted in large national and international networks, informed consent models (or alternative agreements) must either be universal or easily adaptable to permit information and sample sharing while still accommodating ethical, legal, social and cultural differences. [35] [36] [37] [38] Taken all this together and factoring in public perceptions, other authors propose that informed consent models -of any type -should be averted. Alternatively, it should be assumed that participants are willing to delegate decisions on proxies, which most of the times are research ethics committees, that are better placed to evaluate and manage the situation. 39, 40 On the other hand, others suggest adopting undetermined models such as broad or open consent, 25, 28, 41 or alternatives such as conditional authorizations for sample donation and gift agreements. 25, 30 In conclusion, clear rules are both lacking and essential in this field. Efforts to select the most adequate agreements for biobank participation must be mindful that individual and fundamental values such as liberty and autonomy must be balanced and made compatible with the common good and the human right to enjoy the benefits of science and its applications. 33 One additional yet related and fundamental issue that deserves ethical and legal analysis in the context of biobanks is that of privacy and confidentiality. 25,42-46,f This issue is particularly important because genetic information has the inherent potential to link biological material to the individual from which it originated and, moreover, because the information included in biobanks for research purposes is usually linked to other health data. 47 Furthermore, respect for private life, in the case of genetic information deserves careful analysis as this information relates not only to the individual but also to his/her family. 48,g In the case of privacy rights and genetic information included in biobanks, we can once again turn to Iceland's Act on Health Sector Database for historical context. In a very interesting case from the last decade, the Iceland Supreme Court held that in the case of genetic information, privacy rights are broadened beyond an individual sphere to encompass close family members (in this particular case a daughter). 49, 50 Hence, in the context of genetics, individual rights can blend into family rights. Therefore, this should be explained in the clearest terms to biobank donors, which is a very difficult task. Furthermore, confidentiality rights (and their possible limitations), which lie downstream of privacy rights, should also be explained, understood and respected. Weighting and balancing of the values at stake are still important despite the fact that most patients choose to share information of genetic risk with family members. 51 Therefore, it is essential to implement safeguards to protect confidentiality agreements in the context of biobanks and to prevent or minimize confidentiality breaches that could considerably damage public trust. Such trust is essential to potentiate these fundamental research infrastructures which offer great hope for future diagnosis and treatment of disease.
Prevention and diagnosis: genetic tests
Since the beginning of the HGP, particularly from the second half of the last decade onwards, the costs of genetic sequencing have decreased dramatically. 52,h In parallel, genetic testing is now widely available and can assume multiple forms, which complicates the adoption of uniform definitions for regulatory purposes. 53 55 The expansion of genetic testing is such that under the promise of individualized solutions, public laboratories and private companies now offer to diagnose genetic disease or test our predisposition to develop different conditions in the future, all this at competitive prices. There are currently genetic tests that cover diseases such as certain types of cancer, diabetes, cardiovascular and mental diseases, conditions such as obesity, and attributes such as muscle performance, and baldness, among others. More, our individual responses to particular drugs and chemicals, our ancestry details and even genetic matchmaking are all testable or promised as such so long as we agree to provide a sample of our DNA for analysis, which in most cases is as simple and risk-free as providing a blood or saliva sample. In this complex context, it is essentil to separate hype from hope. Indisputably, this genetics-for-all reality (maybe not really for all as discussed in the final section) yields great potential but is also accompanied by significant challenges, some of which are ethical and legal. 56 Many of these challenges are posed by the expanding reality of direct-to-consumer (DTC) genetic tests, which as the name indicates are offered by companies and laboratories directly to consumers via the internet, television or other media, without the involvement of an healthcare provider or practitioner. In some cases, these tests are offered using intricate marketing and results communication practices involving parties from different jurisdictions, which complicates an ethical and legal analysis. 56 Nonetheless, some challenges can be clearly identified. Firstly, without the intermediation of a healthcare practioner or the direct access to a genetic counselor consumers are unprotected from the pernicious effects that may arise from misleading or unhelpful information. In this context, it is important to pay attention to the genetic test's analytical validity, clinical validity and, clinical utility. 55, 56 The analytical validity, a measure of a test's detection accuracy, must be well established and certified. This necessity has prompted efforts on different countries to license laboratories that perform genetic testing by requiring specific professional training, clear record keeping standards and periodical assessment of methodologies. 56 Furthermore, regulatory lacunae should be filled by careful adaptation of quality control norms already in place for other clinical laboratory tests or pregnancy tests, for example. Secondly, translating a positive result into clinical significance, which determines the clinical validity of the test, is not straightforward and involves mastering accurate scientific notions of probability, risk, and variance. These concepts are difficult to estimate, to explain and to be fully understood. Nonetheless, the test's results and limitations should be explained (and understood) as clearly as possible. Thirdly, we need to consider the tests' clinical utility, or the usefulness of the test's results in terms of prevention, diagnosis or treatment. Undoubtedly, the utility of a positive or negative result is difficult to estimate, particularly when no therapy or prophylactic measures are availlable. Hence, the decision to take a genetic test should be preceeded by a comprehensive informed consent process that includes discussion about what the test can and cannot predict and the existence or inexistence of targeted therapeutical or preventive strategies. 57 Misleading information potentially resulting in delayed visits to the doctor, raised anxiety and stress or batteries of unnecessary additional tests, must be avoided or mitigated. In parallel, the privacy of genetic information should also be protected 42 and it is essential to guarantee that the tests' results are confidential and not accessible to third parties without consent.
Overall, clear boundaries for DTC genetic testing should be established, including conditional involvement of healthcare providers and professional couseling; standards for premarket reviews; limits to advertising and marketing; specific oversight of results reports; delimitation of provisions from public budgets and health insurance coverages. 58 To enforce these rules, public powers may need to intervene. In a recent example from the USA, concern surrounding some of these issues, particularly the lack of analytical and clinical test validation, test advertisement without premarket approval, and the use of information from consumers, led the FDA to issue a warning to the DTC genetic tests company 23andMe, asking it to stop returning results to consumers until completion of a review process. i In response, the company suspended its healthrelated genetic tests to comply with the directive and latter presented the appropriate corrective measures. 59 ,j This process, although perceived by some as an unjustified ingerence in a matter of personal liberty and individual autonomy, 60 demonstrates that public health authorities play a key role in demanding the necessary safety and quality standards for genetic tests in order to protect consumers. 59 On a different note, as laboratories expand analysis and look beyond single genes, the issue of incidental findings gains importance. Should patients be informed about findings in genome regions that differ from the focus of the original search? And what if that search is conducted without seeking the patient's consent? These questions have generated a fair amout of discussion in Europe and the USA recently 61,62,k and some of the answers, which are currently straightforward for standard medical tests, might require additional pondering in the case of genetic tests. [63] [64] [65] Nonetheless, according to relevant legal norms, the informed consent paradigm and the principle of patient autonomy, patients have a right to decide what to be and not to be tested for. Furthermore, they also have a right to know and a right not to know. 62, 66 Being mindfull of these patient's rights without neglecting specific challenges posed by genetics is the best (and perhaps only) way to extract the full potential of genetic tests for medicine.
Importantly, particular and added attention must be dedicated to prevent unrestricted testing of the most vulnerable. who are incapable of consenting is fundamental. l Such consent should be given by legal representatives only after being provided with sufficient information "regarding the purpose and the nature of the test, as well as the implications of its results". m Furthermore, whenever possible, the will of the person being tested should be considered in proportion to his/her degree of maturity and capacity to understand, n which underlines the importance (and difficulty) of transmiting and understanding notions such as probability and risk.
In terms of testing the most vulnerable, the subject of genetic testing in children 67 and specifically of Newborn Genetic Screening Programs [NGSP] is particularly important. 68, 69 Firstly, in terms of informed consent, the role of parents and legal representatives is not always clear. 70 One one hand, parental consent seems necessary, as parents are in a privileged position to defend the children's own interest, most tested diseases are rare and a possible false positive result will cause unnecessary stress. On the other hand, the overall benefits of testing far out-weigh individual harms and bureaucratic procedures place considerable burdens on health systems. This dillema is ongoing and for example for different NGSP, voluntary, opt-in, opt-out, conditional, implied and mandatory consent models have been proposed and selected. 68, 70 Ultimately, decisions on a regulatory level should respect human rights, consider practical aspects and all availlable options, take into account the values of each society and be reviewed periodically in order to be adjusted if necessary.
In conclusion, different genetic tests pose different regulatory challenges and require dedicated attention. 71 The difficulties in establishing general risk-benefit analyses in this context justifies the need for functional, nuanced and adaptable legal and ethical responses that simultaneously protect individual rights and permit the advancement of medicine and science.
Treatment: gene therapy
Discovering the genetic basis of disease, making risk predictions based on genetic information and improving diagnostics are the first steps toward a cure. Advances in research, prevention and diagnostics should be accompanied by the development of valid therapies. There are, particularly in the field of pharmacogenomics, important and already very significant examples of how genetic data can improve treatment options. 72 77 As the complexity of both definitions illustrates, gene therapy can be performed in very different ways and originate different types of genetic alterations. An essential first distinction in terms of gene therapy regulation is between germ line and somatic genetic changes. The former involves genetic alterations that can then be passed on to the offspring and the latter consists in genetic changes that are restricted to the individual and not passed on to future generations. 78 Germ line gene therapy (or the broader term "inheritable genetic modification" 79, 80 ) is prohibited for safety and ethical reasons in most countries and, directly or indirectly, deserves the attention of international biolaw and bioethics documents. 81-84,o On the contrary, the limits of somatic gene therapy have been the subject of intense debate in the last decades and are far more controversial, particular for safety reasons. 78, 85, 86 Ever since the first FDA-approved gene therapy trial in September 1990 in the USA, which aimed at treating the monogenetic disease adenosine deaminase deficiency (ADA-SCID), several other trials were approved in the USA and elsewhere, including Europe. 78 Nonetheless, the issue of patient safety became a serious concern following the death of 18-year old Jesse Gelsinger during a gene therapy trial at the University in Pennsylvania, in 1999. 87, 88 This tragic event prompted the scientific and legal communities to pause and reassess the methodologies applied to gene therapy in both fields. Gelsinger's death was directly related to the adenovirus vector used to deliver the gene (in his case the ornithine transcarbamylase gene), which elicited a fatal immune reaction. In other circumstances, another vector type used in gene therapy -retrovirus -has caused oncogene activation and cancer. The most prominent cases were those of the French children who developed leukemia as a result of their participation in gene therapy trials for X-linked severe combined immunodeficiency (SCID-X1), during the first half of the last decade. [89] [90] [91] [92] In terms of patient safety, the challenge lies on how to reasonably estimate risks and benefits, be it for trial participants in experimental therapies or for patients in the case of approved therapies. 86 Therefore, a rigorous informed consent process is particularly important in order to guarantee that the risks and potential benefits are properly explained (and not exaggerated) and understood. Autonomous informed decisions are only made when the subject is competent, aware of potential risks, has access to a reasonable estimation of benefits and is free from coercion. 19 Hence, like in other therapies, special attention must be paid to the most vulnerable, such as the terminally ill, in order to guarantee that the differences between clinical care and clinical research are properly clarified and understood. [93] [94] [95] Furthermore, informed decisions are only possible once relevant conflicts of interest affecting investigators and/or clinicians are fully disclosed and appropriate measures are in place to guarantee that those conflicts do not damage the integrity of the process. 86 Since Jesse Gelsinger, gene therapy has come a long way in dealing with ethical issues, technical obstacles and safety concerns. Concurrently, the number of approved and conducted trials worldwide has grown significantly in the last years. 96 Therefore, it is expected that an expanding number of gene therapy products will be approved for clinical use in the near future. The first ever approval occurred a decade ago in China, but again not without ethical controversy. In 2003 and 2005, the Chinese State Food and Drug Administration (SFDA), approved the products Gendicine and Oncorine for clinical use (recombinant adenoviruses containing the tumor suppressor-gene P53 for treatment of head-and-neck squamous cell carcinoma and nasopharyngeal carcinoma, respectively). Notably, this approval was given without prior conduction of phase III clinical trials. [97] [98] [99] Conduction of phase III clinical trials for gene therapy is sometimes exceptionally challenging, especially in the case of monogenic disorders, which have low prevalence within a population making patient recruitment particularly difficult. However, that was not the case in the swift approval of Gendicine and Oncorine in China, which seem to have resulted more from an overall permissive regulatory framework than from the impossibility to meet practical contingencies. Importantly, discrepant regulatory landscapes of innovative therapies in different parts of the world can have significant ramifications that deserve ethical and legal attention such as the expanding reality of medical tourism that has been extensively debated in the context of stem cell-based therapies but to which gene therapy is no exception. [100] [101] [102] The reduced recruitment pool for large clinical trials and the lack of interest from investors in developing therapies for a small market have long been identified as obstacles in the case of most orphan diseases and therefore apply also to different gene therapies. These obstacles have been tackled by dedicated legislation in some countries, including the USA, Japan, Australia and also in the European Union. p More recently, as gene therapy clinical trial sponsors became more aware of regulatory constraints, increasing numbers of gene therapies are being developed as orphan drugs in order to make the most of the flexibility that these legal regimes allow. 103 Remarkably, in July 2012, gene therapy for an ultra-orphan disease, lipoprotein lipase deficiency, was historically approved by the EMA. 104 ,q Hence, the first -and so far only -gene therapy product approved for clinical use outside China (alipogene tiparvovec, also known as Glybera, an adeno-associated viral vector carrying the LPL gene) benefited from regulation that took into account the difficulty in obtaining data in rare diseases and considered evidence derived from a very small number of patients. 105 In spite of this, the approval process of Glybera was not straightforward and exposed the difficulties of product evaluation and authorization that companies developing gene therapy products face today. 103, 106 Some of these difficulties, prominently time and financial pressures and the lack of predictability and precise criteria for future approval can jeopardize ongoing research and development efforts 96 and therefore require dedicated attention from regulatory bodies. 105 As gene therapy becomes clinically available an additional issue that begs further ethical analysis is that of its acceptable aims. In which medical contexts is it acceptable to consider genetic alterations -in all conditions or only in severe ones? And if we choose the latter what should be considered as "severe" and how often should such assessment be revised? In fact, deciding on whether or not a given medical condition is worthy of genetic intervention is a complex decision that invites careful consideration. In order to do so, specific disease mechanisms, individual circumstances of patients, potential benefits and expected harms must be taken into account. Furthermore, gene therapy is expensive therapy. Therefore, the questions of access, equality and, from a provider's perspective, resource allocation, are critical issues to be dealt with also by ethics and the law. The human right to enjoy the benefits of science and its applications should be balanced by appropriate public and private funding schemes that combat the potential for deepening inequality and the onset of new sources of discrimination.
Genetics and genomics: diversity and discrimination
In order to take full advantage of the potential of personalized medicine we must distinguish hype from hope. Sequencing our genomes has become increasingly cheaper and we are now able to access an amount of data that was unimaginable a few years ago. However, our capacity to manage and interpret such big data is still insufficient to fully understand, prevent, diagnose and treat disease. Furthermore, as we trust scientific progress to help us achieve a better health, we must also confront ourselves with the downsides of the personalized medicine endeavor, in order to properly address them.
One of the most important risks that should be mentioned is that of genetic discrimination. In this respect, I select one sentence from South Africa's anti-apartheid activist and Nobel Peace Prize laureate Archbishop Desmond Tutu that properly illustrates the basis for this discussion. Writing for the journal Science about the commemoration of the 10th anniversary of the HGP, he said: "My dream is that by including all peoples in understanding and reading the genetic code we will realize that all of us belong in one global family -that we are all brothers and sisters. Wow!" 107 In 2010, Tutu had donated his own cells for the study of genetic diversity. Results from that study showed that he shared ancestry with a Kalahari Bushman from Namibia. 108 These and other findings deserved the following comments from Webb Miller, a professor of biology at Penn State University and co-author of the study: "On average there are more genetic differences between any two bushmen in our study than between a European and an Asian", and:
"To know how genes affect health, we need to see the full range of human genetic variation, (. . .)". r Fundamentally, the beauty of genetic diversity should be studied and understood in parallel with the universality of our human heritage. Simultaneously, we should all be protected from interpretations that may lead to genetic discrimination. Hence, biobanks that selectively target a subset of the population based on social notions of race or the actions of employers, insurers or governments that use genetic information resulting from genetic tests to favor a given genetic trait, are all forms of genetic discrimination that may constitute a violation of human rights. Furthermore, genetic interventions in the context of gene therapy could also involve a risk of discrimination that should not be underestimated. Firstly, strictly speaking of somatic interventions, these therapies are extremely expensive and are expected to remain so in the near future. This fact should highlight the importance of fairness and equality in access to health -which are elements of the human right to health s -and remember the human right to enjoy the benefits of science and its applications. Secondly, one must bear in mind the unknown challenges of germline alterations and the potential for discrimination that justify the r See The Guardian news article here: http://www.theguardian. com/science/2010/feb/17/desmond-tutu-genome-geneticdiversity.
s See WHO Fact sheet n • 323 available here: http://www.who.int/ mediacentre/factsheets/fs323/en/. general prohibition that is in place today and that is likely to be maintained and perhaps even strengthened in international law in the future. 50, 109, 110 Importantly, this issue is linked with the broader issue of human enhancement that has been the subject of intense debate since the HGP and will certainly continue to be for years to come.
In parallel, the potential for genetic discrimination in the context of the personalized medicine endeavor is never complete without addressing the issue of data privacy. This matter is very complex and cannot be looked at in isolation from broader social phenomena that point toward an erosion of privacy in our daily lives. Furthermore, the issue of privacy is recurrent whether we discuss research, diagnosis or therapy. 111 A good example is that of companies offering DTC genetic tests, which aim to or do already run biobanks for research purposes. The possibility that individual information, including genetic information, present in biobank databases is coupled with private health data and held by profit-oriented entities raises important ethical and legal questions in terms of transparency and data protection regulation. Additionally, raw genetic information, held by institutions should not only be protected from access by third parties without consent but also be accessible by the individuals from which that information was derived. 66, 112, 113 This discussion is fundamental whether one defends the particular nature of genetic information or whether one sees genetic data as similar to any other health data. 21, 45, 114, 115 Therefore, the issue of genetic privacy is central to the personalized medicine debate and its particular challenges should be addressed in order to gather public trust and approximate the advancement of science and technology to societal concerns, principles and values. Finally, these fundamental premises, the nature of DNA and genetic information and the approximation of science and society, are also central to a debate that cannot be developed here but which is of ethical and legal relevance as well -the issue of patenting of human genes. This debate has significant ramifications and recent developments on the subject deserve a dedicated analysis, which can be found elsewhere. 116, 117 
Conclusion
Scientific progress is exponential and so are its highest promises and subversive potential when it is used abusively. We must bear in mind that the same progress that has led to enormous gains in terms of both quantity and quality of life throughout the years, has also permitted that a great deal of destructive behavior hindered science's most altruistic efforts. Estimating the potential for progress and disruption involves not only analyzing current developments by different social, cultural and historical perspectives but also embarking on prognosis exercises to envisage future tendencies. Both these exercises are very complex and prone to error and bias and therefore must be approached with caution. However, complexity should not serve as an excuse for inaction. History is full of examples where abusive uses technology and science or the misrepresentation of its aims led to great problems and in some cases suffering. Also in the case of genetics and personalized medicine we must make sure that we have collectively learned from those episodes. We can start by distinguishing hope from hype and finding in law and ethics essential allies to limit the later and potentiate the former.
Final note
In Portugal, some of the most relevant ethical and legal challenges discussed above have been subject to dedicated legislation and the opinion of important national ethics bodies. The general solutions of the Portuguese ethical and legal framework in this context, some of which are very unique, 118 together with the corresponding main normative instruments for each example discussed in this article, are presented in Table 1 .
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Research: Biobanks
Legal documents After the submission of this article an important piece of legislation was approved in Portugal that is directly related to its subject. Decreto-Lei n.
Opinions of the National Council of Ethics for the Life Sciences
• 131/2014 de 29 de agosto (DL 131/2014), provides the specific regulation required by Law 12/2005 of 16 of January in terms of protection of the confidentiality of genetic information, genetic databases for healthcare and health research, conditions for offering and conducting genetic tests and the terms of genetic counseling. In accordance with this update, please refer to DL 131/2014 whenever in this table it is indicated that a specific regulation is still lacking but expected to be published in 2014.
